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Logistics Civil Augmentation Program (LOGCAP)
CONTINGENCY SUPPORT PLAN

ANNEX Q (OPERATIONS, PHYSICAL SECURITY AND FORCE PROTECTION) to
LOGCAP CONTINGENCY SUPPORT PLAN

REFERENCES. See ANNEX N. Appendix 4.,

TIME ZONE USED THROUGHOUT THE PLAN. Inaq.
TASK ORGANIZATION. See ANNEX A,

1. SITUATION. See Baze PLAN,

a. General. BRS Secunity operates mnder the premize ot threat avoidance through early detection.
early warmng, proper planning and education. Thiz plhitlozophy haz been very successtil for BRS
az evidenced by the company expenencing no deaths or signiticant mcidents due to hostile
actiong 1 the Ballans tor approximately seven vears of operations, or duing LOGCAP I and IIL
Thiz success 13 due to a multi-lavered security approach that conziztz of identitving the threats to
our perzonniel and operations, developing plans to accomplizh the mizzion without overexposure
to the threats, educating owr emplovees to the threats and vulnerabihties, and by providing
emplovee tramming to mitigate the threats. Thiz proactive approacli to zecunity has proven
succezztul m munerons operations and will continue be succesztul during tutwe deploviments.
The pwrpoze ofthiz Secunty Ammex 1z to extablizh procedires that will azsure zate and zecure
gitex, thms azanuing successtul mizzion accomplizlunent. Az the project becomes more detined
and m-country conditions change, thiz plan will be updated az needed.

1) eneral Security Tasks.

(a) The protection of emplovees, mcluding subcontractors, from actz of terrorizm., criminal
activity, protection from the former warring faction/s and the protection U.S. Govermment
property that will be entiusted to BRS.

(I Implement a badge svstem to control accesz to LOGCAP EVENT tacilities,

() Implement control measures, which detect and deter pilferage.

() Provide guard posts, roving patrols and accesz control.

(&) Obzerve local laws az well az our own zecurity policies and procedures mcluding the U.S,
Ammy'z General Order #1 az directed.

(f)y Work i cloge coordination with U.S, and Allied Military Police comnterparts and host
nation law entorcement.

sment and zelection

A
R

() Security department emplovees shall meet all zecurity torce asse;
qualitication standards,

(h)y Prepare special orders for each guard post and roving patrol.
(i) Inthe event an armed force (subcontractor) 1z required. tranmng and the mles of

engagement tor emploviment ot deadly torce shall be reviewed and agreed to with the
prune contractor. Declassified by OUSD Policy on 8 May 08
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(j) Unexploded ordnance (UXO), landimines, antipersonnel mines and other types of
mmutiong ghall be cleared by the chient’s Explozive Ordnance Detaclunent (EOD ), or if
the client 13 nnavailable, BRS zhall contact a qualified subcontractor for the pupose of
cleaning (making zate) a given device.

b. Unfriendly Situation. Within the EVENT area there are groups that mayv pose a significant
danger to the BRS project and 1tz emplovees. It 12 vital to protect BRS emplovees and operations
trom the tollowing tlweatz: kKidnapping, aszassination, civil unrest, sabotage and espionage.
Additionally, BR S emplovees will tace constant threat of exposure to mines, booby-traps and
mnexploded ordimance (UXO), The tyvpe and level of threat may vary from site to site. Security
meaznres ghall be implemented to meet the aszeszed threat level at each separate location.
Implementation and/or changing of security policy, procedures or divectives shall be
accomplizhed tlrough close coordination with Project Management and the client.

¢. Friendly Situation. Thiz Annex addresses the zecunty agpects of the BRS Oil Production
Restoration Team. BRS will establizh baze camps tor which zecuaity mnst provide protection. In
zome cazes, BRS may be collocated with chient elements and theretore will utilize the client s
capability to provide physical and torce protection for BRS baze camps. In other cazes, BRS may
extablizh baze camps 1n 1zolated locations zeparated from fiiendly torces. BRS CSP perzonnel are
conzidered members of the EVENT FORCE and, az such, depend heavily on the U.S. military to
provide a rezponse force to suppress adverzaries that might otherwizse overpower owr 1zolated baze
camyp protective torces.

d. Assumptions.

1) The wnemploviment rate for local nationalz 1z very high in the EVENT area.

2y Unemploved local nationalz (including a large munber of ex-mihitary personnel) pose a
signiticant threat to BRS operations and personnel.

3y The chient provides all torce protection tor BRS perzonnel. equipment and tacilities mmtil such
tine BRS obtams a subcontractor (as directed by the chient) to provide armed guard services,

4y Applicant zcreening, of potential Host Country National (HCN) and Third Country National
(TCN) emplovees ghall be accomplished by the chient. BR S will azsmune screening
rexponibilities az divected by the client.

) BES personnel always reside overniglt inzide a protected baze camyp.

6) The BRS Seciity Manager 1= a member of the EVENT FORCE Anti-Terrorizin/Force
Protection Working Group.

2. MISSION. See Baze PLAN.

3. EXECUTION. See Baze PLAN.
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a. Concept of the Operation. BRS, on order of the Prociming Contract Otficer (PCO), provides
unarmed phvsical zecunity services and anned Anti-Terronsin/Force Protection ( AT/FP) zervices
to protect a. Contract Force of up to 53,000 perzonnel m the EVENT area, dizpersed to a munber of
1zolated stes.

1) BRS will plan. deplov, repair and hand-ott operations In Accordance With (TAW) instinctions
given by the PCO. Tlus natural progrezzion will be condncted m towr Phazez. Once the client
cives BRS the approval to deplov, BRS Security will participate in the advance teamn to
determine the zecunity and torce protection requirements. Deploviment beging i Phaze IT and
continues to be retined and capabilities developed throughout the remarning phaszes.

2) BRS plang to imimediately establizh a logistical baze to support operations. Az the support
capability 1z establizhed in country, BRS will establizh forward camps/zites to support the
mizzion. These ztes will be stand-alone and in some cazes, may be collocated with mihitary
unitz. In all cazes, the BRS ztex will be zelt-sustaimng withont mdne security support
requirements placed on the military. Where auned secunity 1z required on a 247 baziz, RRS
will sbcontract with an intemational secity company to provide ammed gnards at the BRS
baze camps and designated worlsites as required.

3) Due to the lnmted capability to detend omrzelves fiom large munbers of organized and armed
adverzaries, BRS will depend on the U.S. Military to provide a Quick Rezponze Force (QRF) to
regpond to crizis situationg that exceed the BRS armed guard capabilities to the BRS camps and
worlsites.

b. BRS Camp Locations:

1) Camyp #1, located at the North Rmunailah Oil Field will be the maim logistical baze which will
process perzonnel. supplies, and equpment to accomplizh the mmzzion thronghout Iraq. This site
will be statted by Amencan Citizens and a lnmted munber ot local national perzonnel tor
adimmstrative, labor, and secmity rezponbilitier. Al HCN and TCN perzonnel will have a
direct supervizor who 12 an Amencan Citizen.

2y Camp =2, located at South Rumnailah Oil Field will be an operational camp with specialized
teams of expatiiates directly performing the restoration mizsion witlun a designated operational
area. All engineenng, logiztical and security services will be provided by American Citizens and
a smnall statt of HCN or TCN emplovees.

3y Camp =3, located at Al Fawl Ol Terminal will be an operational camp with zpecialized teamns
of EXPATS directly pertormng the restoration mizzion within a designated operational area. All
engineermg, logistical and secunty services will be provided by Amenican Citizens and a simall
statt of HCNg or TCNs,

4y Camyp 54, located at Kl O1l Field will be an operational camp with specialized teams of
EXPATS divectly pertorming the restoration mizzion within a dexignated operational area. All

engineerig, logistical and secunty zervices will be provided by Amencan Citizens and a simall
statt ot HCN= or TCNz.

) Camp =3, located along the Irag-Twlkey Pipeline will be an operational camp with specialized
temng of expatiiates directly performing the restoration mission within a dexignated operational
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area. All engimeenng, logistical and securty services will be provided by American Citizens and
a zimall statt of Host Country Nationals (HCIN),

c. security Tasks Duties & Responsibilities:

1) BRS will provide a 2477 full range of secuuity and torce protection services including, but not
limited to, phivzical security, access control, and static and roving zecwnity guards. supervizion
and traming tor BES unarmed secunity guards,

2) BRS will requure that the subcontiactor provide appropriate traming tor their armed guards,

3 BRS will provide the logistical support mcluding vehicles, equipment, supplies, perzommel.
adimuniztration. and zecurity management required to establizh and mamtain a phyeical zecunity
prograim.

4) BRS will provide 1tz own secwity for mstallationg, storage locationg, Amimuution Supply
Pointz, and Customns Sterile Areas not controlled by the CENTCOM. BRS will depend on tlns
to provide quck responze forces (QRF) when the threat exceeds BRS capabilities.

3) BRS will establizh and mamtain the mstallation phyvical secinity programs TAW AR 190-13,
The Army Phyvsical Secmity Program, FM 19-3(, Phyzical Secunty, and BRS SOPz.

6) BR S will azzgn rezponzibility to provide oversight of the sub-contracted armed guard torces to
the BRS Project Manager's Security Management Oftice. The gmding principles tor
emploving the Armed Guards are bazed on the threat and percerved vulnerahlities,

) The BR.S Secnnity Manager will coordmate support and operational actions with the
CENTCOM I2/82/PMO Comnter Intelligence/ CID and their appropriate statty, and if required.
with the Embazzy RSO and Host Nation secunity personnel.

8) Phyzsical secunty will be both passive and active, and with the promary focus on preventive
measures,

9) The BRS Secnnty Manager will tocus on the protection of perzonnel. work sitez/tacilities, and
GFE/GFP. The phvsical secunty procedures will address all agpects of unanthonized access,
vandalizin, pilterage. larceny. zabotage, arzon. damage from natmal canses, and abnsze. The
BR S Secmity Manager will coordinate with the J-2, G-2 or S-2 statt, ag appropriate,
concerning the poszible threat of terrornst/ criminal activity and other torce protection nsks.

1) BRS phveical zecunity activities will be proactive. Action will be talkken to mcreaze threat
vigilance, and enswe vizibility of the Guard Force. Preventive and paszive measures, nse of
1dentitication badges. restricted access, locking of tacilities, key control, identification ot
viulnerable areas of entry and exit, and continuing review of tence/barncade locations will be
taken, az appropriate, to elinmate potential zecurity shorttallz, BRS will angiment preventive
and pazzive measures with active measures.

11) BRS Guard Force Supervizors and other dexignated personnel will stresz the importance ot
zecunity by trequent mspections and by taling nminediate corrective action to address
phvsical security deticiencies. Repeated or mtentional violations of phvsical security
procedmes will be camze tor inmediate terimination ot emplovinent.
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12) BR S zeciuity gnard teclmigques will range tiom phyzical presence and liniting access to
facilities through actnal use of torce az applicable bazed on gpecific command ROE. The uge
of torce will be lunited to the mimimmn required to prevent bodily hatm or damage to or loss
of facilities or equpment. Deadly torce will only be uzed when the lite of a guard or another
perzon 1z 1 danger, but alwavs i accordance with ROE.

13) BERS will mamtain mternal sateguards of equipiment and supphies through stuct adherence to
supply accountability and proper mventory procedures.

14) BRS Guard Force perzonnel, when requred by the Delivery Order, will control accesg to
dezignated mstallations, bage camps. storage tacilities, customs holding areas and matenal
storage areaz. The BRS Secunity Manager will extablizh identification pazzes, az required by
the task order. and i accordance with AR 190-13, AR-640-3, orlocal directives. Access
pomts tor each BRS zecwred tacility will be controlled by the BRS Secwrity or designated
Guard Force perzonnel. Access control will be accomphizshed tlwough search of velucles,
perzomnel, and contamers prior to entry into the facilitier. Guard Force perzonnel will alzo be
prepared to excort visitors m restricted areas,

15) The BRS Security Manager and the Gnard Force Supervizor at each location will be
rezponzible to ensmre all BRS subcontracted zecunty perzonnel recerve appropriate tramng
tor the tazsks to be pertormed.

(. Tasks to BRS Elements.

1) Specitic tazks to BRS elements me dependent on the directions contamed 1m the Notice to
Proceed (NTP) received from the PCO. See Paragraph 4 of thiz Appendix. Regilonal and Area
Commander-gpecitic plang hould addiess these tasks m a detadled tazluon. In general terns,
the following applhes:

a) At NTP, the BRS will extablizh a 24-hour [raq Operations Center to zerve as the nerve
center tor all activities and to commmumicate with the BRS Advance Team. The Advance
Team will deploy within 72 hows of NTP. The Advance Teamn Leader will zerve as the
mitial on-zite EVENT Project Manager and will extablizh contact with CENTCOM senior
Armmy Comimander,

) Duiing Phaze IIL BRS will be tasked to provide tull operational support capability,

Eatly 1 the Matwration Phaze., a permanent on-gite Iraq Manager may replace the Advance

Teamn Leader and qualitied managers and supervizors may replace the Advance Teamn if

theyv do not remain ag the permanent paity,

¢) Phaze IV, Redeployviment, 1z the final Phaze of the mizzion. BRS elements will be tasked
to azzist m the redeploviment. transter, redizstribution, or digposal of supplies and
equipment; and remove or trnover tacilities,

¢.  Planning Factors.

1) Nunber, zize, and location of dexignated sites.

2) Hosat Nation lawsz, Ruler of Engagement (ROE), Task Force directives.,

Data Subject to Title Page Restrictions Q-5
Otherwise, Treat as —sECGRET A5 of 3 December 2002



SECRET

Logistics Civil Augmentation Program (LOGCAP)
CONTINGENCY SUPPORT PLAN

3) Nature of contlict and zcenario threat range.
f. Protection Program Planning:

1) Proper Protection Program Plammng 1z exzential to the success of thiz project. Protection
Planmmng 13 a key tactor in BRS™ proven success i Ingh threat enviromments. Identitving the
threatz and determumng where our valnerabilitiez allow BRS to take mitigating actions
reducing or eluminating the threats,

2y The Secunty Manager 12 rexponszible to condnct zecunty planmng with the intent of developing
a secwity program that adequately protects emplovees, govermment and BRS property.

3y All emplovees are tullv aware ot the need to anticipate poszible hostile actions and plan to
rednce their effects. Emplovees ave trained to recognize possible hostile actions divected
againgt BRS operations, tacilities and itz emplovees. All emploveer are requred to report any
such sugpicions to the Secuity Manager who will evaluate the information and conzider
mtormation trom all zources to determine a proper courze of action.

4) The Secunity Manager will cultivate mitormation zources within the commmmnmity to help
deterimine the local population mood and to gam advance warning of any planned activities to
be directed agaimst CENTCOM. BRS operations or itz" emplovees. Thiz informal eftort
allows BRS gecurity perzonnel to anticipate and avoid hostile actions directed against BRS and
1itz" emplovees, thus avording cansalities and propeity damage.

3) The tollowing threat. 11zl and vulnerahhty analvziz will answer the questions of who, what,
where and how, With thiz information, the secunty manager will dexign a zecimnity program
tocuzed on the most inportant zecurity 13smesr, allow for cost-ettective zolutions to zecurity
wealmesses and develop an aggreszive secunity posture that 13 proactive anticipating future
threatz rather than reacting to thoze that have already occwmred.

a) Threat and Risk Assessments:

(1) Imtial intormal Threat and Risk Aszessiments are condnucted by the secunty manager
and staft to determine valid threats and identity the rizks azzociated with those threats.
Agthe CENTCOM threat analvsiz products become available, BRS security will
compare and modity, where appropriate, the BES identitied threats.

(2) Analyvzz answers the questiong of who, what and 1dentities the attect of the tlweats on
operatlons,

) Vulnerability Assessments:

(1) Once BRS gecmrity knows the threatz and azzociated rizks, it will then identity BRS
vulnerabilities to those threatz, Thiz proceszz allows BRS to tocus lunited rezomces on
areas needing the most secity attention. Tlug costz-ettective approach to secinity agswres
management and the customer that dollars spent on zecurity are nzed wizelv and obtains
the most "bang tor the buck.”

(2) Thiz analy=iz answers the questions of where and how.
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g Site Protection:

1) Perimeter Security:

a) Pernmeter security 1z one of the most tinpottant security functions that must be
extablizhed wlnle operating 11 a hostile or zemi-hogstile enviromment. BRS secmnity
managers and engineers have been very mnovative 1 designing barners to protect
camyp perineters,

Iy) Shown below are barmers tied together to form a zolid pernmeter that will withstand
heavy velicle attempts to penetrate the pernmeter,

The above vehicle gate wag dexigned by a BRS engineer that resulted m
approximately $10K 1 costs savings per gate over cominercial modelz, without a
reduction 1n etfectiveness, These gates are 1n uze m Macedonia at Camp Able Sentry
(CAS) and at two BES tacilities 1n Hunganry,

¢) BRS builds pernmeters that tully meet cnstomer requirements and expectations. The
nonnal pernneter conzsts of double tences topped with wzor wire, hights and guard
towers to atford 247 obzervation by the protective force and HESCO barriers or T-
wallz to prevent heavy vehicles and perzonnel tirom entertng the zite. The HESCO
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alzo provides a bairier to prevent adversanes firom throwing explosive charges andior
shooting RPG-7 like weapons mto the site.

) BRS recognizes that a barner mmst be monitored with weapons to be eftective. It the
threat 1z Ingh and a probability of an attack by adverzarier exiztz, BRS will subcontract

an anned zecurity force to provide peinmeter obzervation and protection.

Below is a typical perimeter BRS built for the USs Army in Bosnia.

2) Access Controls:

Ay Camp access mnst be controlled at the gate and at the perimeter of each facility with a
combination zenstive/ lngh cost tems and BES gecurity perzonnel. Thiz 1z
accomplizhed by the strategic placement ot guards and use of establizhed procedmes
that allow anthonzed perzonnel access wiile denving access to others.

b) Access controlz are developed in lavers zo that shonld any one svstem fail. other systems
will still provide protection. Thix lavered approach to secwity starts at the perimeter,
continnes with the mternal guards and procedmres and 1z fully supported by the activities
mndividualz take to avord becoming a victim of criminal activitiez., The overnding factor
18 to have good secunity planning that 13 proactive to hostile actions.

3) Locks & Keys:
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(a) Locks and kevs or combination locks are nzed extensively tor items determined not to
be zenzitive, clazsitied or lngh valne. Each zection leader determnes the required level
of protection and 1z responsible to azsure that these 1tems are zecured at the end of each
ghitt, Secmity matntains a list of locks and a duplicate kev or combination locked m a
zate m the secunty office.

{I¥) The lock and kev program tracks the locks and az theyv become unneceszary. reizsnes
them to other perzonnel for property protection. These locks and kevs/combinations
are accounted for by each depaiting emplovee.

4y ate Control:

(a) Gates protecting the mnterior of the site fiom vehicle and perzonnel azzanltz must be
substantial. The policier and procedumres must allow the guards to control access for
velicler az well az perzonnel. Picture identification cards are provided tor each
emplovee and anthorized subcontractor, including local national perzonnel. The card
stock 1z strictly controlled and emplovees are respongible for their 13sued badge. When
10 percent of the badges are lost or stolen, all emplovees will be 1zsued a new badge
with anew design to preclude the old dexign firom being moditied and poszibly nzed to
atn entry mnto the zite. Thix will be dizcuzzed m more detail below 1n the section titled
“Identification Syatem.”

(1) The prctwrer below show detall of the gates and the substantial aspects that assure
adversary velicles will not penetrate the velucle gate.
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3) Visitor Access:

Vizitor access will be lunited to thoze having a legitunate need tor access (otticial
business only). HCN or TCN vizitors mmust have an appointment with a BRS emplovee
and be approved by the expatiiate supervizor. Other vizitors can prezent themselves at
the gate and the guard will notity the perzon being visited that the individnal 1z at the
gate. The BRS emplovee being requested and hizher expatiate supervizor will
determine 1f'the mdividual hag a legitunate need for access,

6) Subcontractor Access:

(2) BRS subcontractors will 1dentity emplovees that will woidk on the contract and of
those, 1dentity which will require access to the BRS zite. Only those emplovees
1dentitied by the subcontractor az working on the contract and requiring access will
be allowed onto the BRS zite.

() Subcontractor badges will be 1zsned with an expiration date that comcides with the
contract termination date. The contract will requure that all badges 1zaned to
subcontractors will be collected and twned into BRS secmity at the end of the
contract or for each emplovee that iz no longer working on the contract.

7) Personnel Searches:

(a) Perzonnel Searches are standard at each BRS tacility., Each emplovee and vigitor 13
zearchied upon entering the tacility. These zearches focus on preventing weapons,
explozives and other prohibited articles trom being mtroduced onto the BRS zite.
Nommally searches are condncted by portable metal detectors, When it becomes
neceszary to hand search an individual they are zearched by ~like gender™ guard
perzonnel. Women are divected to a prvate area where the search 1z condncted.

(1) Anvone tound attempting to bring a weapon. explozive or other prohibited article
onto the zite 12 nmmediately 1dentitied to CENTCOM, releazed from emploviment (1f
a BES emplovee) and barred from site access. Vigitors attempting to biing such
items on site will be permanently barred from site access and CENTCOM notitied.

8) Vehicle Searches:

(a) All vehicle zearches focng on preventing weapong and other prolubited items fiom
being mtrodnced onto the BRS zite. Exit gearches tocus on preventing thett of BRS
and'or EVENT FORCE equipment, supplies, or materialz.

() Al non-CENTCOM wvehicles will be gearched each tune they enter and leave a BRS
gite. CENTCOM velincles and equipiment operated by local nationals will be
zearched on each entry and exit. The only exception to thiz zearch policy 13
CENTCOM wvehicles operated by .S, Military Perzommel. Theze vehicles will be
mcluded m the random search just ag the BRS vehicler operated by BRS expatriate
perzonnel.

9) Prohibited Articles:
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(a) Prolihted Articler will not be allowed on a BRS Site at any tune. The exception iz
the U.S. Military who may biing weapong on the BES site, but mnst be cleared
betore entering the site.

() The BRS gnard force may secnre prolubited items until the secunty manager or

coardinator can take posseszion.

(1) The BR. S expatiiate secunty manager and/or coordinator mav hold and secure
prohibited items pending final digpogition.

() Below 1z a ligt of prolubited items that will not be brought onto the BRS site.

Firearms

Explosives

[Knives (any s1ze )

Tape Recorders

Radios

Toolz (personal of any tyvpe)
Perzonal Cell Phones
Tranzceivers (any tvpe)
Scanners (any type)

e Any other electronic device
e  Any item that could be uzed az a weapon or histening device

Any deliberate ettort to bring the above items onto the site will result 1 the items being
confizcated and not retmmned to the mdividual.

h. Security Identification System:

1) BRS 1zzmes all itz emplovees a picture ID that identities them az owr emplovees, Thiz ID 1z wom at
all times and m plain zight when the emplovee 1z on duty, Should the EVENT FORCE provide
other identitication, emblems, or patches, theze will alzo be worn at all tunes and m plan :ght
wlnle acceszing EVENT FORCE facilities. Theze emblems and patches will be returned to the
BES Secunity Manager upon an emplovee’s contract termination.

2y Admittance of perzonz on EVENT FORCE controlled tactlities requite they be on ottficial business
and have pogitive identitication,
and subcontractors,

4y BES badges will be replaced with a new badge contanmng a new tormat when 10 percent of the
1zsued badges have been lost or at the end of tive vears, whichever ocoms first.

3) The BRS badge will be ot a format dexign approved by the EVENT FORCE and will retlect the
clearance level and category of the mndividnal.

6) All badges will be munbered tor accomntability and retlect the BRS departiment 1n which the
mdividual 1z azzsigned.
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7Ty BRS secunity badzes are U.S. Govermmnent propeity and accomntable itemns. Badges will be
retimed to BES Secwity when emplovees terminate emplovinent.

8) Wlhen a subcontractor’s emplovee termnates emplovinent, the subcontractor will collect the BRS
badge and returmed it to BR.S Secuuity.

9) When the subcontract 13 tetminated. the zubcontractor 1z rezponzible to collect all badges and
retin to BRS Security betore the contract will be considered complete,

1) Subcontractor badges will have an expiration date placed on them reflecting the end date of'the
contract.

11y All emplovees, subcontractors and vizitors will display their secunity identitication badge at all
times while on BRS or CENTCOM property or leazed tacthities, Thiz badge must be dizplaved on
the tront of the body and above the walst.

12) It a mgnificant change i facial appearance takes place. a new photograph will be requested by the
mdividual, supervizor, ecunty official, accesz control perzonnel, or protective force perzonnel.

13) Protective Force personnel are anthorized to confizcate taded. worn. damaged or badges that no
longer retlect the actual appearance of the individual.

14) Managers will retrieve pazzes trom emplovees who are suzpended tiom work and deliver them to
the Secunty Coordinator.

15) emplovees entenng CENCOM tacilities, who have torgotten or lost their identification pass or
badge. mayv be provided a shott tenm (one day) pass or badge by the protective torce at the
manned accesz point where the emplovee 13 attempting access. Thiz 1z only after the protective
torce verifies emplovment and clearance level by checking with BRS Secunity and the mdividual
has provided another form of picture 1dentitication. such az a Drrvers Licenge, Military ID. or
Pazzport.

16) Emplovees will iminediatel v notity secunty perzonnel at the nearest access control point and BRS
Security when a pasz or badge 1z dizcovered miszing,

17) Perzommel 1zzued zecunity identification badges must protect and mamtan thenr security badges
good condition,

18) Secwity badges will not be nzed tor “Ice Scraperz.”™ Such use and repeated replacement will result
m the emplovees” manager being notified of the abuse.

19) Secwity will notity the Svstem Admimstiators when they become knowledgeable of a card bemg
lost.

200 Card System Adminiztrators will delete the card access for lost cards upon notitication by BRS
Security.

21) Emplovees who have lost a zecunty 1dentitication badge will report to the BES zecurity and
request a replacement.
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22y Emplovees will be required to fill out a lost badge report for trackimg/trending,
i. Personnel Protection:

1) It 1z eszential for mission accomphislunent that BRS personnel be protected fiom the tlireatz and
other hazards 1n the operational area. The anticipated hostile enviromment will dictate that BES
perzommel remain overmglit mside a protected baze camp and be attorded lodging and tood.

2y Medical =ervices will be provided tor thoze BRS emplovees that contact local medical problems.
Medical treatment will be provided for strezz related to long thamly separations. Theze eszential
services azawe amentally and phvaically healthy worltorce to accomplizh the mmazon.

a) Threats to BRS Personnel: BES secinity hag identified the tollowing secunity related thieats
az valid tor the Iraq operational area and there presence conld impact mizzion accomplizliment.
No priority haz been extablizhed tor the identitied threats: theretore, atleat analvzis mnst be
conducted nmmediately upon notitication of deplovinent

(1) Unexploded Ordinance 1z the most lilkely tlweat to the BRS perzonnel. There are amunber
of different types of unexploded ordinance that we expect to encommter in the Iraq
operational area. The most comimon item expected to encounter iz the Eastemn Block Mine.
There are a munber of these ranging from antiperzonnel to antitank mines and they vary m
welght from a few ounces to over twenty poundz. BRS emplovees will be tamght to expect
to encomnter these threaty and to never touch or attempt to move a suspected mine,

(2) There will likely be unexploded bombs that have not been located by Explosive Ordinance
Digpozal (EOD) perzonmnel. These bombs appear oblong weighing from a few hundred to
thouzands of pounds. Thege are likkely to be of Westemn mamutacture and will be olive
green 1m color with black or vellow writing. Theze unexploded bombs will malke a small
crater on ent1y and often reemerge from the ground fiom 3 to 10 meters trom the entry
pomt. Thiz iz a very dangerous situation becanse tliug leaves the detonator poimnted up and
they are tully armed. The least vibiation or inpact with the bomb could set 1t off. BRS
emplovees will alzo be metiucted to not touch or attempt to move any ot these items.

(JyUnexploded Artillery and Mortar shells are likkely to be dizcovered by BRS perzonnel az
they pertorm their mizzion. These could be of Eastemn BRlock or Western manntacture,
Thesze are alzo oblong and will weight from ten to one lnndred pounds. Again they could
be slightly below the swrtace in a ten meter rading fiom the entry pomt. They are not az
likely to tesmtace az the bomb becanze of their angle of unpact and that they are spinning
to torm a gvro ettect, which tends to maintain a straight trajectory,

(4) Boobv-traps arve very likely to be found by BRS perzonnel az they are performing their
worle. These come 1 many zizes, shaper and are mtiated by a wide vanety of devices.
Normally they are made to look mmocent by dizguizing them to look like something elze or
lnding them zo the victim will madvertently set them oft by zome seemngly tnmocent
action. The most comimon mmtiator 1z the tup-wire. However, they can be nutiated by
pulling or releazing a tannt wire, applving pressnre or releazing pressmre. Releazing
prezsmre 13 the most devions becanze normally zomething of value 1z placed on top ot the
releaze device and it activates when the victun removes the item of value,
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(5) Assassinations are lilcely to ocomr with BRS emplovees becavse of our azzociation with the
CENTCOM. Military trained local nationalz may zee hig/her only recowmse to continne
tighting 1z to become a terronst and condnct agzagzinations on CENTCOM. This group of
perzonnel wonld most hikely have zome marksmanship and possible zome explogives
tratmng. They could azzazzimate by long distance shooting or zetting booby-traps or
cominand detonated minez. Weaponz and explosives will be readily avatlable m country
and posze no problem for a local national to acquire.

(6) Kidnapping iz alzo a likely occmrence. To capitalize on the political mileage gained by
publicly kndnapping and demanding ranzom tor an American would continue to meet maost
terrorizt objectives, expecially when there 12 no mtent to releaze the individnal. These types
of actiong can often have an attect on the Amencan People that tar outwelghs the logical or
expected outcome. The perception of an unbeaten organization would certainly prove
beneticial to zome local nationalz,

(7) Assaults on BRS personnel are lilkely should the mdividnalz be m unsate areas alone. Most
aszanlts occur on lone individnalzs who are i areas that are known to support thiz type of
activity. Becanze of the senxtivity of BRS emplovees suppotting the customer, thiz could
be nzed to fhow other local nationals that the U.S. 13 not "all powertul.”™ There are a
munber of poszible motivating tactors that would nmtiate an Azzault. BRS perzonnel mmst
be conzcious of these and alwavs act m a mature and prudent manner.

() Employee Protective Measures:

(1) Mozt BRS protective measures demand commimon zense and prudence to avord becoming a
victiim.

(2) BES perzonnel should travel in pairs when intertacing with local nationalz m their areas,
homes, or restanrants.

(3) When at work sites and traveling between. alwavs be conzcions of vour smronndings and
never tonch or attempt to move objects that mav be nnexploded ordinance or booby-traps.

(4) Alwavs be aleit to perzonnel approaching vou and attempt to detennine early on. it they
are armed.

(5) Watch the local nationalz, expecially the children. as their actions may indicate when
something 1z about to happen.

(6) It vou zee mdicators of unlawtul activity or are vncomtortable 1 an area, restanrant, or
Just walling on the street. then get out of the area az quickly az poszible.

(7) Don't zet patterns. It 1z mmch more ditticult to target zomeone moving in a random
manner than someone who tollows a pattern.

(8) Report any suapicions activity to the BRS Secwrity Manager. He will have a way to check
out the situation and alert the anthonties of the poszible unlawtul activity.

(¢) Employee Security Training Requirements:
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(1) Each BRS emplovee will recerve extensive imndoctrination traming betore deploviment to
the operational area. Thiz traming will mclnde local customs, what support/help can be
expected trom local anthorities and any identified adversary groups operating m the area
and their MOz,

(2) Each BRS emplovee will be given an amnual security education and awareness clazz and
OPSEC clasz. These subjects are 1dentitied i more detail below,

(3) Emplovees will be tramned m secunity procedures and responsibilities. Thig tramming will
vary fram site to site depending on the site lavout, tlreatz, and the specific secuity
requitements for each site.

i. Personnel Security:
1) Pre-emplovment Investigations:

a) BRS will prezcreen potential emplovees tor thig contract betore submitting them for a secunty
clearance.

b) BRS will not submit then clearance packets wntil their pre-emplovinent screening has been
succesztilly pazzed.

¢) To the extent poszible, BRS will anticipate attiition of cleared perzonnel m advance. and
submit clearance requests to CENTCOM for the anticipated replacement.

2) For all Sensitive Positions, managers will:

A) Azzsmre that the potential emplovee 1z aU.S. Citizen. Acceptable documentation 1z a U.S. Buth
Certificate, U.S, Pasgport or Naturalization Certificate,

b) For zenzitive pogitions, BRS reviews the emplovee records to ensre the potential emplovee
meets BRS emploviment standards. The bagic standards are; U. S, Citizen and no derogatory or
un-adjudicated mtormation dizcovered tiom the pre-emplovinent screenng,

€) Advize and subinit the request packet to emplovinent zervices of potential emplovees who are
selected for emplovment that will require a pre-emplovment background investigation.

d) Subimit the personal biographical mfommation to Personnel Security and request a pre-
emploviment ivestigation be conducted. Thiz process 1z to azzure the highest possibility otfthe
mdividual being able to obtam a securtty access anthonzation 1t lnred.

e) Once the tavarable pre-emplovinent mvestigation 12 retmned and the potential emplovee 1z
approved tor emploviment by the Secunty Departinent. the hirmg manager will agsure the
emplovee subimtz hiz'her clearance paclet to zecuity tor proceszing.

(1) The clearance packet will consist of the following:
{(a) Form 4311

(Iny SF-86
() FEI Fingerprnt Caxd
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() Fair Credit Reporting Act Releaze Formn
(2) Not Recommended for Hire Guidelines:

(a) The determination of Inre will be bazed zolely upon the circmunstances and records of
each applicant’s cage. The tollowing conditions would generally result m a"Not
Recommended For Hire™ detennination:

(Iyy The applicant cannot prove ehgibility tor hive, either by proving U.S. Citizenzhip or by
providing other acceptable docmmentation azs required by Inumigration and
Natwalization L aws,

(¢) The applicant 1z currently on parole or probation tor a telony.

() The applicant’s texts contitmed "pogitive™ on the pre-emplovinent Urinalyziz Diug
Screen or refizes to submit to zame.

{(€) The applicant haz refuzed to take the polveraph az required under the contract.

(f)y The applicant deliberately oinitz or mizreprezents material tactz in the emploviment
application, Secunty Supplement, Questionnalre tor Sensitive Pogitiong, or other
related docwments.

(g) The "deliberate ommszzion of matenal tacty™ 1z the apparent willful misreprezentation of
tactz to secure emplovinent. Tlus includes, but 1z not lunited to. the tollowing:

¢ The omizzion of ong or more convictions of cruminal law offenzes.

e The omizzon or mizreprezentation of the type of dizcharge received tiom the
military service,

e The omizzion or mizreprezentation of thctz regarding the reazon tor leaving a
previons emplover,

e The ommazion of aliazes or other names nzed over a penod of tune,

e The omigzion or rearrangement of emplovinent history or rezidence addreszes.

¢  The mizreprezentation or talsification of statements concerning their level of
education, traming, or work experience.

e [lhcit dimg use or exceszive nze of alcohol.

e Izsmes that taize questions concermng the applicant” = lovalty.

e Mental Hlnesz or Condition coarently mder treatiment or previonsly recerved
treatiment tor a mental condition which canzes or may canse a significant detect 1n
judgment and/ or reliability,
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k.

Subcontractor Procedures:

1) BRS subcontractz will include the requirement to meet all BRS and CENTCOM secwmity
requirements and to tollow all zecurity policies and procedures.

2) Failure by the subcontract company management and/or ity emplovees to tollow or to deliberately
disregard those policies and procedures will be gronnds to terminate the contract. Based on the
sitnation, individnal subcontract emplovees may be demed tinther access to BRS and CENTCOM
tacilities.

3 For snbcontractors to receive a BRS subcontract badge. the BRS confracting otticer mmnst subimit
the names of the subcontractor who will require a badge for access to the BRS site. Only those
perzonnel who require access to pertorm their miszion will be 1zzued a badge and aftorded access.

4) The subcontractor emplovees will only uze the 1zsued badges to accesz BRS and CENTCOM sites
n relation to their otticial duties outlined in the subcontract. Accesz will not be attempted for
other reazonz such az marketing their company or slkillz.

3) The subcontract will require that when a subcontractor emplovee terminates emplovee or 13
reazzigned to other worlz, the subcontractor management 13 rezponzible to collect and retwn the
emplovees badge to the BRS Secunity Manager. This will include any badges 1zsued the
subcontractor by the customer,

6) The subcontractor must return all badges. both those 13sned by BRS and the client to the BRS
zecity manager at the termination of the contract, betore the terms of the contract will be
conzidered tultilled.

7) BES contracts will agsire that all the above terms and conditions are appropriately retlected in
each subcontract 1zzued to pertorn work wnder thiz contract.

Reporting Marital Status and/or Name Changes:

1) Anv emplovee becoming mairied or for other reazons have a name change, munst report this mantal
statuz and/or name change to the zecurity manager. Inmost cazes name changes are becanse ofthe
change m marital statug, but gome are tor other reazong and must alzo be reported.

2y Marital status 13 notmally accepted az a legal commmitiment between two people. However, this
legal commitinent can be establizh between two people by way of "cammon law.” Thiz zituation
1® lnown ag a cominon-law marnage and in gome states can be establizh by couples of the zmne
zex, These "rame-zex” comimitinents mnst alzo be reported to the Secunity Manager. Same-zex
marnages m and of themselves will not be grounds to deny a security clearance, but will be
conzidered az other siimlar commitiments between couples of difterent sex.

3y At all tunes when a name change occmz, the emplovee must report the change to security and
recelve a new secmity badge tor tacility accesz. Security records will be adjusted to show the new

11a1ne .

Reinvestigation Program:
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1) BRS Perzonnel Security will review each emplovee holding a secuty clearance every tonr vears
trom the date of the last mvestigation to determine it they have a continmng need tor a secunity
clearance. For those that have a continmng need, the SF-86 torm will be provided the emplovee
early enongh to allow the emplovee to provide personnel zecmity with a completed SF-86 not later
than four and one halt vears atter the last mvestigation. Thiz completed clearance request paclet
will be submitted for remvestigation on or betore the fomr and one halt vear pomt.

(a) Managers will:

(1) Justity to Perzonnel Secwnty the need tor continued clearance on thiz project.

(2) Allow each emplovee ample time during normal wortlking hows to complete the
reinvestigation forms.

(3) Enzme the emplovee completer and subimits the required fonms not later than 412 vears
trom the date of the last mvestigation.

(b)) Employees will:
(1) Legibly and completely fill out all forms 1 the reinvestigation paclet.

(2) Contact Perzonnel Secmity to have the remvestigation packet reviewed and tingerprints
talen betore tour and one halt vears trom the date of the last mvestigation hag elapzed.

m. Reporting Procedures:

1) The BES emplovee:” manager will report to the zeciity manager any contacts ag dezciibed m
NISPOM witlin two working davs of lugher becomng lknowledgeable of such event.

2y Breaches of BRS Policies, federal secmity 1mules or procedures, or patticipating i activities that
raize donbt concernmng an employvee s lovalty or eligibility to contime holding a gecurity

clearance could result 111 the sugpenzion or termnation of the emplovee™s clearance.

3) Individnalsz dizcovermg what they sugpect are wiretapping or eavesdropping devices or any ilhcat
recording or transmitting device mmnst imimediately report the specifics to the Secuity Manager,

4) The mdividnalz will not dizcnzg the possible wiretapping or eavesdropping devices with anvone
outzide the Secwity Manager unless directed to do zo by the U.S. Govermment CT reprezentative,

a) Managers will report and consult with Personnel Security when an emplovee:
(1) Haz beenidentitied az having a potential diug or alcohol abusze problem.

(2) Iz hospitalized or recelves treatinent tor a mental illness that mav canze a detect m
udgment and/or reliabihity.

(3) Haz been jailed.

{(4) Becomes mvolved. or i1z suspected of becoming mvolved. m ofher wrong-doing.
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) Managers will counsel an employee regarding the:

(1) Need of the emplovee to mtorm Perzonnel Security m writing of any arrest  and/or Cowt
Tudgiment.

(2) Pozzible impact of an arrestudgment on emplovinent and/or clearance status,
(¢) Managers will consider security clearance status by:

(1) Requesting a Management Information Sharmg (MIS) meeting between the Perzonnel
Secnrity reprezentative, and the mdividnaly” manager. Tlng MIS 12 only nzed i situations
where the charge 1z not gevere or ag a begimng zource of tactz to help in deciding
appropuate secunity clearance stats,

(2) Withdrawing accesz to clazzified data or areaz 1t charges are waiting tinal dizposition.

(3) Adwvizing the Perzonnel Secmity perzonnel when knowledgeable of a situation that
warrant removal of a gecuuity clearance.

(4) Deciding zecunity clearance statug after trial and/or zentencing,
(¢) Medical will:

(1) Notity Perzommel Secuity when Medic Program Perzonnel 1dentify an emplovee having
an 1lness that may inpair judgment or reliability,

(2) Relay detalz to Perzomnel Secunity when they become aware of ding abuze by an
emplovee,

(3) Dizcnzg with Perzonnel Secmity when emplovees are identitied az having an alcohol
problem.

(d) Employees and Subcontractor Personnel will:

(1) Report all arrestz, charges (including those dismizzed), or detention under tederal. state,
connty. or micipal laws that ocomr during emplovinent or diming access to EVENT
FORCE tacilitiez or areas witlun tive working dayvs to Perzamel Secunity except trathic
violations with a fine of $250 or less,

(2) Notity luzher coarent manager and Perzonnel Secunty when arrested and/or convicted of
a reportable offenge.

(3) Swrrender Inz/her identitication pasz and any govermment provided identitications, badges.
or emblems when azked to do 2o by a zecuity reprezentative.

(4) Report to Securnity any knowledge or hint of pogzible fiaud. abuse, or other form of wrong
doing.
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(5) Although emplovees and subcontractors have the option of reporting knowledge directly
to the Inzpector General or CID., we encourage emplovees to tirst the mcident report to
the BRS Security Manager, who will report it to CID.

(6) Report all change in marital status to Perzonmel Secwity.
(e) Testing for Illlegal Drug and Alcohol Use:

Illegal nze of diug or abuse of alcohol 1z not accepted in the BRS work enviromment. Tz
legal and abnzive conduct 1z conzidered an indicator of poor judgiment and gronnds to
terminate a gecurity clearance. To azsure that BRS meets itz commitment of providing only
the best and most trustworthy emplovees that exercize good judgment to work on tlns
contract, each emplovee 1z subject to diug and alcohol testing.

() Testing for Cause:

(1) It 1z BRS policy that all emplovees will be fiee ot the effects of illegal diugs and alcohol
while pertorming their dutiez and rezponzibilities for the BRS and the customer. When a
manager, spervizor, gafety or secwity perzonnel snzpect an emplovee ot uzing illegal
chugz or abusing alcohol they must request that the emplovee be tested for the suspected
oftensze,

(2) Suzpicion must be bazed on zolid evidence of aberrant behavior or smelling alcohiol on
the breath of an emplovee. It 18 BRS policy that the operator of a motor velhicle or
equipiment involved m an accident be tmmediately tested tor ding and/or alcohol abuze,
regardlesz of tanlt 1n the accident.

(3) Emplovees tound to have any illegal ding or alcohol in their system will be
nninediately termmmnated fiom emploviment.

(g) Random Testing:

(1} A random diug and alcohol testing program will be establizhed. Thiz program 13
admumstered by the secwity departiment and testing done by the medical departinent.
Thesze tests will be conducted durmg nonnal working hours tor the emplovee and any
emplovee tound to have illegal dingz and/or alcohol in their svstem will be tmimediately
terminated.

(2} The randommness 13 determined by a compnter random munber generator wilnch 1z
matched with the emplovee munber. These emplovees will be identitied by security and
thelr namnes given to the medical departiment and the individual manager.

(3} The manager will ezcort the emplovee to medical and verity that the test was
adimimaered and witneszs the outcome of alcohol testz. He/she will witness that amine
sample wag talken and that the ~cham ot custody™ was tollowed by medical personnel.
The vame sample will be zent to an independent laboratory for testing,

(4} Thoze tested perzonnel with positive resultz will be nnimediately terminated trom
emploviment,

n. Security Awareness and Training:
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1) Tlug program 1z a conting, comprehensive ettort to promote a high level of secunty awarene ==
among emplovees and encourage emplovee comphance with security regulations and procedies.

2) Sponzor regulations and procedmes applicable to BRS emplovees are tanght as an mtegral pait of
the ~Security Edncation and Awareness Program. Emplovees receive an initial clazz of instruction
and amual retresher trannng each vear thereatter,

3) BRES tully understands the need to meet customer requirements and communicated that need to all
emplovees through onr Security Education and Awareness Program. The Secunty Departinent
conducted random anditz of BRS activities to remtorce thiz need and agsure that all applicable
secuuity requirements are met by all emploveesr and subcontractors,
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a) Managers Will:

(1) Provide atacilitv/area ortentation tor newly aszigned emplovees nimmediately atter they
report for worlk,

(2) Azsmre that the newly azzigned emplovee reports to the Secwity Education and Awareness
Coordinator (SEAC) within two (2} dayz of being assigned and receives a briefing on
access control, computer zecurity, procedmes for handling sensitive or classitied
Intormation, etc.

(3) Ensure that emplovees attend the appropriate scheduled Annual Secunity Retresher
Riieting.

(1) Provide ongoing security awareness activities for emplovees to anginent the formal
Security Education Prograim.

(3) Moftivate emplovees to develop and mamtain secunty awarenesz and good secmity habitz,

(6) Inform emplovees in a tumely manner of any changes to applicable Security Plang and
Procedwres.

(b)) Employees Will:

Attend all required zecunity brietings and orientations histed below:

o Imtial Security Biieting

o Comprehenzive Secunity Briefing when applicable

o Ammal Securnity Refiesher Briefing

o Foreign Travel Brietings when applicable

o Termination Briefing when applicable

o Mamtam tfanihiarity with BES secority requirements and policies,

o Mantam tamihiarity with applicable Secunity Plang and Proce dimes.

(¢) Briefing, Re-briefing, and De-briefing Procedures:

(1)} Many BES emplovees will be required to have a zecuaity clearance access authorization
brieting, It covers the requrements for handling. clazsifving, stonng and transmitting
clazzitied iftormation 1identitied for incluzon i the above Secunity Education and
Awarengs: Program.

(2} Comphance with theze reqmrements and standards are mandatory for contractors
working in a clagzitied program.
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() Initial Indoctrination: As zoon az practicable afier being approved for access to
clazzitied information, perzonnel will recerve an mitial zecunty indoctiination brieting that
mcludes:

(1} The need to protect clagzitfied information and the adverse ettect on the National
Seciity that could rexult firom wnanthorized dizclosure will be tanght.

(2} The admimstrative, perzonnel, phivsical and other procedural secinity requirements of
BES and the customer to mclude those requireiments peculiar to specitic dnty
ARRIZIMnents.

(3) Individual clagsification management responsibilities ag zet forth in appropriate
directives and regulations to mclude classification/declazzification and marking
requirements.

(4} The defimtions and cruninal penalties for espronage. wmcluding harbonng or
concealing persong, gathermg, transmitting, or losing detenze information: gathermg
or delivenng defenze mtormation to aid toreign govenmments; photographing and
sketching defense mstallations: wanthonzed dizcloswe of clazzified mtormation.

(5} The admmistrative sanctions tor violation or disregard for security procedwmres.

e Areview of the teclmiques emploved by foreign mtelhgence organizations in
attempting to obtain National Secwmity Information.

e Individual zecunty responzibilities,

(¢) Periodic Awareness Enhancement: Each BES zite will establizh a contiiming security
awareness program that will provide frequent exposure of perzonnel to secmity
awareness material. A continmng prograim may inclnde live brietingz, andioviznal
prezentations (e.g. video tapeg, tihmz, and slide/tape programg). punted material (e.g.
posters, memorandung, pamphletz, thers), or a combination thereot. It 13 eszential that
ciurent mtormation and matertalz be ntilized. The program will include the bazic
elements az outlined below.

(f) Special Security Briefings/Debriefings will supplement the exizsting zecurity awareness
programg in the tollowing situations:

(2) When an mdividual 13 designated az a courter,
() When high 11zk situations are prezent

(¢) When any other zituation anzes tor wlhich the Project Manager, Secmity Manager or
dezignee determines that an increazed level of protection iz neceszary.

(&) Access Authorization De-briefing:
(1) When a departiment/ Agency haz determined that access to clazzified mtormation 1z no

longer required. final mstinctions and gmdelines will be provided to the mdividual.
At amunimun these hall include:
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(a) A requrement that the individnal read appropiiate sectiong of Titlex 18 and 30,
17.5.C.. and that the mtent and cruninal sanctiong ot these laws relative to
expionage and unanthonzed dizclosure be claritied.

{1y The contimmng obligation, nnder the prepublication and other provizions of the
nondizclosme agreement tor clazsified mtormation, never to divulge: publizh; or
reveal by writing, word, condnct. or otherwize, to any inanthonzed persons any
clazzified information, without the wiitten conzent of appropriate govermnent
otticialz.

() An acknowledgment that the individual will report without delay to the Federal
Burean of Investigation, or the govermment agency, any attempt by an

unanthornzed person to solicit National Secunity Information.

() A declaration that the mdividual no longer poszeszer any classitied docwments or
matertal contatmng clazzitied imntormation.

(&) A reminder of the rizks aszociated with foreign travel and foreign azzociation.
o. Operations Security:

1) The OPSEC program 18 neceszary to agare that the customer claszified mformation 1z properly and
approprately protected. Thig program establizshes policies and procedures to protect claszitied
mtormation by educating the emplovees and sensitizing the emplovees to poszible methods
adverzaries nse to gain mtormation.

2) Not all efforts to gather information 1z from another Nation. Sice the Soviet Brealoup, most
eftortz to gather intormation 1z for economic reazong rather than political and are mostly conducted
by corporations looking to mcreaze their market ghave at the expensze of thenr competitors,

3) Traditionally, BRS haz tocuzed the OPSEC program on collection ettortz by other Nationg for
political purposes. We now have to mclude company proprietary intormation i the OPSEC

program as well.

4y The tormal BES OPSEC program for tlig contract will be developed once BRS has entered the
deplovinent phaze. The individnal elements that the program will cover are:

a) OPSEC Implementation Plan.

b) Development and Mamtenance of Crtical and Sensitive Information List (CSIL ) and Eszential
Elements of Fnendly Intormation List (EEFT)

¢) Development of Adversarial Threat Statement:
() Reporting/ Tracking ot Otticial Foreign Travel to Sensitive Countiies:

e) Reporting Tracking of Otticial Foreign Travel to Non-Sengitive Countiies:
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4. MATERIAL ANDSERVICES.

A, Supply. Secwmity perzoimnel will require two zetz of clothing, boots, and shirts per guard, daly
rattong and 1 the caze of armed zecwity guardsz, weapons and amimmition. Each armed gnard
ghould have one ritle with a bazic load of ammumtion and enough additional traming amimmution
on hand to conduct annnal re-qualification tranung. One handgun should be 13z3ued to each
supervizor with a bazic load of ammunition and enough additional training amimuiition on hand
to conduct annual re-qualitication training, Additionally. special items such ag portable metal
detectors for screening emplovees and visitors, tlashlights, locks, vehiclez (tlnee per camp).
transcelvers, computers {tlhree per camp). desks, chawz, and consmnable supplies.

b. Transportation and Movements. Each camyp requires a minnmun of four vehicles. One, forthe
on-duty supervizor, one for emergency operations; rexponse and pofing of guards, one. for
mobile patrolz; and one. tor admiistrative functions. Depending on the distance ot requured
travel and phvzical lavout of the camp. and areaz of responzibility, the required nmnber of
vehicles mayv mcreaze. (See Amnex I tor transportation details)

¢. Field Services.

1) BServices provided to BRS.

a) General. BRS will accomplizh the tollowing:

(1) Establizh Liatzon with local civil law enforcement agencier unless divected otherwize
by the PCO/ACO,

(2) Maintain lost and fonnd propeity by recording, proceszing. and returning propeity to
ownel(®), or propetly dizposing of unclaumed propenty.

(3) Momtor and azzezz installed alarms and itz on detection svatems,
(4) Condnct proactive antl-terronsm programns,
(5) Prepare and submit required mcident reports,

(6) Rapidly rezpond to any mcident reported to the secuity office or patrol by appropriate
TE sources.

I»y Physical security Operations.
(1) Access Control. Provide accesz control for all BRS camps and tacihities.
(a) Adminmister the BRS phvsical secmity program in accordance with AR 190-13,
The Army Phvzical Secuty Program, and Appendix F, FM 192-30, Physical

Security.

(Iny Protect all personnel, Govermment and non-govermment property, matertal, and
equipment located at the sites fiom wnanthorized use, loss, thett, access,
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(2)

expronage, sabotage, damage. and other mcidents m accordance with Rules of
Engagement (ROE).

() Comntrol perzonnel and velicle entry to and fiom designated entrances m the Rear
Support Area and each Forward Support Area. Secwmity will mspect deliveries
and vehicles m accordance with BRS intemal operating procedurez. BRS will
provide a corrective action report for all findings resnlting trom suvevs,
mgpections, Corrective action reports will be provided to the PC O/ ACO within
seven davs from the date of the smvey or mzpection. BRS will implement a badge
and pazz svatem to identity and control all military, avihan, BRS perzonnel and
vizitors to derignated sites m accordance with AR 190-13, AR 640-3 and
approved by the PCO/ACO, No more than ten { 10) percent of 13zued badges will
be compromized or lost without a badge and pass restant.

() Provide the PCO/ACO with complete 1dentity data on each granted Lumnited
Acceszy Anthonty (L AA) tomclude the date L AA waz granted, by whom, and
expiration of the LAA

(&) Enzure all L AAg are renewed 1 accordance with AR 380-67, paragraph 3-403.

(f)y Protect all zenzitive, controlled, and classified areas that mclude Category T and I1
munitions, and clagsified equupment and docwments fiom theft, trespass,
explonage. and sabotage m accordance with applicable ROE.

(g) Provide on-zite supervizion of the BRS Guard Force 24/7, to mclude mspection of
each post. tfixed and mobile.

Communications. Installing, operating. and mamtaining the security radio net
Govermment Furnighed Equipment (GFE). Installation and use of repeaters may be
required to provide commmmnications. The net will meet the following requirements:

(a) Conzizt of baze stationz, arepeater network az required, and a predetermuned
munber of hand-held tadios. Each station ghall be capable of a munimmmn of 10
channel operations,

(I Have one mobile radio i each patrol vehicle. The mobile radio will be able to
comimuncate anywhere in sector, if applicable. and any other zecurity mobile
radio, hand-held or baze station on the primary or alternate frequency.

() The zecure baze radio station(z) shall operate 247 tar control of secuity Forces,

() Provide contimons two-way radio commmnications with sutticient range to
comimuicate with all posts.

(&) Provide an alternate power zomce for two-wayv radios. Sufficient frequencies are
required to ensure at a mintmun one prunary and one backup fiequency.

(f) Provide hand-held radiog with appropriate acceszones, to mclnde battery chargenrs.
100 percent gpare battenes, belt clip carrving holzters. and - tor 530 percent of the
radiog, detachable microphones, and ear pieces.
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() Provide radios with locally reprograimimable chammelz. Each should be capable of
aminimun of ten channels,

(h) Store, mventory, and accownt tor the radiog and acceszories. BRS will 1zzue
radiog to those individnalz anthonzed 1n writing by the Govermment.

(i)Y Tram all emplovees that use the radios to uze standard radio procedwmes.

(j) Roving Patrols. BRS will patrol dexgnated areaz, including all parking lotz, by
motor velicle, or on foot, az required to momtor any unanthorized entry or
evidence of sabotage. Wlhile patrolling. BRS will check all dexignated gates,
doorz, and windows and visnally check peruneter tences tor damage or erosion
and protective lighting svstems. It gatexr or doors are tonnd unlocked or windows
open, BRS will notity the guard supervizor, who will contact the dexgnated
alding custodian. The Guard Supervizor ghall determine whether the patrol shall
remain on gte, and nmmediately notity the BRS Security Manager for that
location. BES will alzo pertorm other zecunty-related activities necessary to meet
the overall secuuity requirements.

(K) Responze to accidents and reportz of crimes, to include Frst Aad (it required),
protection of the crime zcene. apprehension and detention of sngpects, obtatmng
mtormation fiom victims or witneszes, collection ot evidence and proceszing of
appropiiate forms and reportz. When neceszary tor oft-installation mvestigations,
functions will be pertormed m conjunction with Mihtay Police.

() Investigate crumes attecting Govermment property,

(m) Complete tonmal reports on the results of tvestigations conducted.

(n) Collect, prezerve, and zateguard evidence that may be nzed dming comtz-mantial.,
cvil comts, or board proceedings.

(0) Recover stolen propenty,
() Provide EVENT protective services, when directed by the PCO/ACO,
(3) Training.

(2) BES will provide all guaid service perzonnel the munmmmmn traming i the below
listed areag prior to secunty post assigiument:

o  Mizzon and tinction of guard service operationy. Purpose and duties of
cuard gervices,

e Post orders. Understand general and special orders provizions of the EVENT
FeCUIIly process.

o Tdentification Badge Svatem. Emplovee badge, vizitor badge. and vehicle
pa

!

-
o
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¢ TProtection and trangportation of gsensitive equipiment.
o Secunity gnard anthonty to apprehend. detain and search.

s Rules of Engagement (ROE) az prezciibed for specitic locations by
mndividual task orders 1zsmed under thiz contract.

e Radio procedwes.

o Methods of detection of pilterage. zabotage, expionage and other criminal
acts.

¢ Bomb threats, gearch methods. plans and evacuation ot buildings.
o (vl disturbance and 1ot control. Protection of perzonnel and propeity.

o Contmgency planz. Rezponze to hostile sitnationg, tactical response, and
terrorist activities.

o Interpersonal comimmication skillg.

(I Refresher Training. Each secunty gnard and supervizor will receive tlree homs
of retiesher tranmng each month thronghout the dwration of the EVENT.
Completion of traming will be certitied 1n wrting by BES atter Govenunent
review,

d. Maintenance. Maintenance zervices required for guard service support. Minor and major
maintenance (Level —10) will be perfonmed by BRS guard service personmel on all aszigned
equipiment in accordance with Army Regulationg and mamtacturer’s instructions.

1) Initiate all waork requests on a DD Form 2407/3504 to the Engineering, Section tor requred
repalls/ replacements.

2y The pruncipal zecurity otticer at each Forward Support Arvea and the Rear Support Arvea will
matntain a Worlk Request Log. The log will include the request action. the time and date
requested. the perzon maling the request. a control munber. and the date the work was
satiztactorily completed

e. Personnel. BRES will provide tully tramned perzonnel tor all guard service operations,

f. Uniforms. BRS zecurity perzonnel will wear a distinctive unitorm readily distingumzhing them
trom other contractor and militay perzronnel. Unitorms will be furnished by BRS.

g, Miscellaneous.

(1) Reports. BRS will mamtain mdividual gnard shitt activity smmnimanies and daily journalz,
BRS will prepare and subimit tull reports of incidents conzidered secmity breachesz, violations
of admimztrative regulations, or special mstructions ag get torthin Atmy EVENT General
and Special Orders. Violations of AR 190-11, AR 190-13, AR 120-40, AR 190-30, and AR
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190-51 ghall be reported nmimediately to the guard supervizor and telephomically reported

designated m AR 190-40 for zerious mcident reporting. BRS emplovees will nmimediately
report intruzion or threat of infrusion to installations to thelr supervizor.,

(2) Safety.
(2) BRS will ensure all emplovees are thoronghly fammliar with owr Satety Program Plan and
the operating procedmres and satety precantiong ag stated 1n the Manutacturer”s

Inztructions tor each prece of equpiment operated.

(In Accident Reporting. A BRS Record of Injwry will be prepared mmmediately upon
occurrence of ajob-connected vy and torwarded to the BRS Safety Otficer.

(3) Quality Control. The BRS Secwmity Manager will prepare a Delivery Order quahty control
checklizt that will zerve in conzonance with BRS* Quality Control Plan.

5. COMMAND AND SIGNAL. See Baze PLAN and ANNEX H

ACKNOWLEDGE

" BRS PGM. LOGCAP

7

i jl]:@;l

OFFICIAL:
|BRS D/PM
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APPENDIX 1 (OPERATIONAL SECURITY) to ANNEX QQ (PHYSICAL SECURITY) w0
LOGCAP CONTINGENCY SUPPORT PLAN

REFERENCES. See ANNEX N. Appendix 4.,

TIME ZONE USED THROUGHOUT THE PLAN. Irag
TASK ORGANIZATION. See ANNEX A,

1. SITUATION. SeeBaze PLAN.

2. MISSION. See Base PLAN,

3. EXECUTION.

(a) Project General Manager's Intent: Az aprnciple civilian contractor providing planmmng and
operational support to owr Nation' s military, BRS hag an innate rezponzibility to protect clazzitied
and miclazzified mtormation. thereby denving adversaries (or potential adversaiies) 1tz use
carryving out thewr plans for hostile actions against U.S, mterests at home and abroad. Worling
hand-in-hand with PM LOGCAP, we will implement the OPSEC process for the BRS operations
1 Iraq. trawm all emplovees, and mstitute contnmal evaluation criteria to ensure onr procedures
remain ettective and reazonable. We will look at owrzelves through the enemy's eves to
determine how we need to adjust onr behavior m denving critical intormation to adversaries. In
doing zo, owr own operational etfectiveness will be enhanced and owr contiitbutions to the success
of any operation we support will be maximized.

(Iny Concept of Operations. BRS operational planners will nze the OPSEC process with the support
of the Corporate Secmity Ottice and 1 cloge coordination with other company statt elements and
supported military organizationg, BRS, i conpmction with the CENTCOM and PM LOGCAP,
will 1dentity indicators that contiibute to the loss of cutical mtormation and talke action to deny or
control the avalability of those mdicators to an adversary. OPSEC meazmmres uinplemented will
compliment physical, information, signalz, computer, commmucations, electronic and other
gecuity measules to ensure a totally integrated zecunity package. OPSEC 1z a continual
requirement with changing parameters bazed on 1dentitied threats and locations. Each task order
and/or support requirement under the LOGC AP contract will require evaluation and azssessment
of OPSEC requurementz. BRS will ntilize the OPSEC Procesz to determine how adversaries can
be expected to denve critical intormation and to deny or control the availability of this
mtormation to them. The process conxzts of the following actions:

q. Identification of Critical Infornmation.

While plannming, tor the accomplhizlinent of a tazk order, BRS will zeek to 1dentity the
(questions that we believe the adversary will azl about fiiendly mtentionz, capabilities, and
activitiex. These questions are the eszential elements of fitendly intormation (EEFT). Critical
mformation 12 a subget of EEFI. It 18 only that information that 1z vitally needed by an
adversary. Identification of EEFI 1z umportant m that it will allow us to focus the remainder
of the OPSEC process on protecting vital mtonmation rather than attempting to protect all
mtormation
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(1)

Analysiz of Tlreats,
BE.S planners, with approval of CENTCOM, worls with the intelligence and
comntermtelligence statts of the supported witz, zeeking answers to the tollowing

questlons.

(a) Who iz the adversary? (Who hag the infent and capability to take action against the
planmed operation or to pose a hostile threat of any kind?)

(b) What are the adverzary's goals? (What does the adversary want to accomplish?)
(¢) What 13 the adversary 'z strategy tor opposing the planned operation?

(d) What critical intormation does the adversary already know about the operation or
target? (What mtonmation 13 it too late to protect?)

(e) What are the adversary's mtelhgence collection capabilitiex? (Will requure
cooperation and support of PM L OGCAP and supported CINCg)

(2} Analyxz of Vulnerabihities.

-
()
Ly

Thiz step m the OPSEC Process requures an examination of each agpect of the planned
operation to 1dentity any mdicators that could reveal critical mtormation and then
comparing thoge indicators with the adversary’ = intelligence collection capabilities
1dentitied 1 the previons action. Vulnerabilities exist when the adversary 1z capable of
collecting an OPSEC indicator, correctly analvzing it. and then taking action. BRS will
worle with supported mnitz" mtelligence and conntenntelligence statts to obtain answers
to the tollowing questions:

(a) What indicators (finendly actions and open somce mtormation) of critical intormation
not lnown to the adversary will be created by the fiiendly activities that will result from
the plamed operation?

(b} What mdicators can the adversary actually collect?

(¢) What indicators will the adversary be able to nge to the dizadvantage of triendly
torces? (Can the adverzary analyze the mtormation. make a decizion. and take
appropriate action m time to mtertere with the planned operation?)

Azzezzment of Rizls.

(a) BRS will analvze the OPSEC vulnerabilitiez 1dentitied m the previous action and
1dentity poszible measures that can be taken for each of them.

(b} Specitic OPSEC measmres will be zelected tor execution bazed upon a rizk aszesziment
done by the PGM 1n coordination with PM LOGCAP. These measmes will be nzed

of an indicator; and attack the adversary's collection svstem.
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(¢) BRS, i cloge coordination with PM LOGCAP, will compare the estunated cost
azzociated with umplementing each poszible OPSEC meazwre to the potential harmtul
effecty on mizzion accomphizlunent resulting trom an adversary's exploitation of a
patticular vulnerability. If the cost to mizsion eftectiveness exceeds the hanmn that an
adversary could mftlict, then application of the measre may be mappropriate.
RBecause the decizion not to unplement a particular OPSEC measure entailz 11zl thig
step requires military cominand involvement.

(4} Application of Appropriate OPSEC Meazures.
(a) Implement measmes approved in the previous action.

(b} Momtor adversary reaction to the measwres unplemented to detenmine etfectiveness
and coordinate teedback with the supported command.

(c) Adjust OPSEC meazures ag required.
4. SERVICE SUPPORT. See ANNEX L

5. COMMAND AND SIGNAL. See Baze PLAN and ANNEX A,

LSRR
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